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Cyber Security

Training Overview

Attendees: Merchant Banking & PMS teams, IT and Operations staff

Focus: Awareness + Practical Cyber Hygiene



Key TOPICS Covered — Cyber Risks & Good Practices ESOWILO

Understanding threats and best practices for protecting client data and financial systems. V
A Cyber Risks in Financial Services O Good Cyber Practices
e Phishing emails & social engineering * Strong passwords & MFA
e Malware and ransomware threats e Safe email and internet usage
e Data leakage & unauthorized access * Securing laptops, mobiles & remote access

e Handling confidential client information safely



SEBI Compliance & Incident Readiness
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Cyber security is everyone's responsibility — from awareness to action.

Q@ o1

Risk Assessment & Monitoring

Regular risk assessments & continuous system monitoring
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Data Backup & Business Continuity

Data backup, Business Continuity & Disaster Recovery
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Vendor & Third-Party Risk

Vendor / third-party cyber risk management
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Incident Reporting to SEBI

Reporting cyber incidents to SEBI within prescribed timelines



Capturing the Training Experience SOWILO
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Simran Singh (ICS)

Ahmed Shakil ia % : ' % Simran Singh (ICS)

Guidelines - Applicability
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Conduction of Cyber Security

Conduct Vulnerabilty Assessment
‘and Panatration Testing (VAPT)
Data Avaiabity And Classificaion
Dt Protection fBackup Recovery e eaw
Self Cortfcation

Secure nfra Dosign 150 and other Comphiances
(Best Practices to be adopted)

Security Oparations Center (0€)
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Capturing the Training Experience SOWILO

Ahmed Shakil

IT Controls & Social Media
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PROHIBITED /™ /1; .
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Q Use of e-mail addresses other than company
addresses
Q sending Email from Official ID to Personal ID

Q Posting company information g Jwitter,
Facebook , YouTube or Socifly MeWga is prohibited
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